Managing Electronic Privacy in the Telecommunications Sub-sector: The Ugandan Perspective

MANAGING ELECTRONIC PRIVACY IN THE TELECOMMUNICATIONS SUB-SECTOR: THE UGANDAN PERSPECTIVE 
by 

Elizabeth Martha Bakibinga

Senior Legislative Counsel 

Parliament of Uganda

12th November 2004

Introduction 

With the increased development of information and communication technologies and the onslaught of electronic communications
, privacy concerns have become vital.  The introduction of modern communications systems has not improved on things due to the privacy-invasive nature of the gadgets used. The psychological intimacy between people and their computers sharply contrasts with the fact that network operators can see electronic communications, governments with proper authorization can intercept transmissions or obtain stored data, and snoops or hackers can all too easily "sniff" communications or "trespass" into an individual’s computer.
 Uganda
 like other countries has to do something, as facts and figures reveal an increased dependence on Information Technology for communication, increased number of users and services available due to liberalisation of the sub-sector and increased coverage. National coverage has greatly improved, to cover 55 of the 56 districts in the country.

This paper seeks to provide a general background to the conceptualization of privacy in Africa and Uganda in particular, to address electronic privacy, examine the legal regime pertaining to privacy in the telecommunications sub-sector in Uganda and to make recommendations.
Background Note

Privacy in the African context is greatly affected by the philosophical concepts of communalism and individualism, which explains the African way or approach to human rights. African philosophers have emphasized communalism, collectivity and cooperation not because they are unfamiliar with individualism but because they have seen the value of the collective idea.
 Great value has been placed upon communal fellowship.
 These philosophical concepts affect the evolution of societal norms that play a major role in appreciation and respect for human rights. 

With the convergence of telecommunication, computers, electronic media and other traditional media, there is an increasing inter-linkage between modern ICTs and traditional ICTs. Privacy invasive technologies increase the threat to privacy because they defy time, geographical space and introduce different perceptions to identity.

While it is prudent to ensure network security and develop privacy laws, there should also be sensitivity to promoting human rights, especially the rights relating to information. This is especially important for African countries, including Uganda, whose media laws are still largely restrictive and are likely to inhibit the development of e-commerce and other ICT laws.
 
Transactional data created by new technologies exposes users-now more vulnerable to privacy threats than before with the location data, voice and data profiling. Calling line identification (CLI), geographical location data
, traffic data
 and network related data are some of the data sources for information as they relate to the provision of mobile telecommunication services. The focus of this paper is on CLI, traffic and location data in the telecommunications sub-sector.

What is Electronic Privacy

The concept of privacy has had many definitions over the years, including the right to be left alone, but in the 21st Century one of the main concerns about privacy centres around control—the right to control personal information.
 Concepts of public rights and personal privacy and traditions of advocacy vary significantly from country to country. 
  This can be attributed to differences in geo-political history, which largely determines the evolution of society and such concepts as privacy and human rights.
In a classical or historical sense, privacy has meant "the right to be left alone". In the 21st Century however, privacy has been defined in various ways all depending on political, economic, social and technological factors and how they affect the development of norms in different societies. To some it means the right to enjoy private space, to conduct private communications, to be free from surveillance and in this case with regard to electronic communications. The requirement to respect privacy relates to both the public and private sub-sector. Though the origin of concern over privacy was the potential abuse of data by government agencies, the focus of remedial action shifted quickly to data collection activities by private business.

Most countries regulate the interception of communications through the enactment of constitutional provisions protecting the privacy of communications and laws and regulations to implement the constitutional requirements.
 Australia, New Zealand, Canada and Hong Kong have all adopted a privacy regime that involves the use of Privacy Impact Assessments. It is worthy noting that save for the Republic of South Africa, African initiatives relating to privacy have been limited. Privacy regimes are under-developed in Africa resulting in communal considerations over-riding individual and absence of legislation.
 

Key international organizations have also integrated privacy as an important operating procedure for their work initiatives. Some of these organizations include the: Council of Europe, the European Commission, the Organization for Economic Co-operation and Development, the United Nations Organization and several International Data/Privacy Commissioners/Oversight Agencies. The introduction of value added services, which depend on geographical location data and traffic data has increased privacy challenges with the increasing ability to create personal profiles, data mining and compilation.

Privacy in Uganda

The concept of privacy is not clearly defined unlike in the European Union, where most people seem to know what to expect, which makes the work of the judicial bodies easier as issues of interpretation are quickly settled. Traditionally, general privacy concerns have been addressed through the law of torts (trespass and nuisance) and criminal law. However individual privacy has not been fostered largely due to the subjugation of individuals’ interests by communal interests. The line between what is for the individual and the community is very thin and this has been reflected in society and perception of rights and obligations relating to privacy in modern times. 

Uganda is an emerging democracy and the political background reveals a history of turbulence and civil strife for many years, which resulted into the use of illegal means to gather intelligence (wire-tapping without the sanction of court), which activities if not regulated, today can undermine the functioning of a democratic State. This could explain the emphasis of other human rights over that to privacy.
 

Ugandans largely suffer from ‘privacy myopia’, which Froomkin explains to be the tendency to undervalue the bits of information about themselves that it does not seem worth it to go to the trouble of protecting such information.
 

Law enforcement agents usually require information as part of surveillance which is largely due to suspicions or investigations relating to offences such as threatening violence, robbery and terrorism in which telecommunication devices are used as well as the theft of telecommunications handsets. The court orders are requested for by the Criminal Investigations Department and other agencies such as the Inspectorate of Governance in which investigative powers have been vested by the law. Wire-tapping and electronic surveillance are invasions into communication privacy and these are usually occasioned by private-investigative firms, telecommunication operators, service providers who have the capacity to look at what they transmit and public-law enforcement agencies such as the Police particularly the Criminal Investigations Department and the Inspectorate of Government. The Judiciary has participated in this process by issuing court orders, which authorise telecommunication companies to release traffic data. Such orders are based on provisions made in the law. Rules or principles of privacy and guidelines concerning interception on the basis of law enforcement or intelligence gathering have not been developed which may culminate into abuse.

Uganda lacks wiretap law with express provisions on how, for how long, whom to report to, sanctions, guarantees and obligations yet some countries have enacted such laws. 

Consumer protection agencies have not come up to address privacy concerns, as they tend to focus on quality and standard of goods. 

Some control mechanisms involving public and private sub-sector interventions have developed over years to ensure privacy as a whole. Employers of telecommunications operators are subject to confidentiality clauses-a duty not to disclose. System controls are very important-encryption very useful as it controls whoever has access and the editorial and user powers they have all to ensure network security. The question remains as to whether these arrangements can meet the extra demands brought about by electronic communications. 

The legal provisions addressing privacy range from the Constitution to statutory law as well as international legal instruments. Uganda is a signatory to a number of international human rights legal instruments namely the Universal Declaration of Human Right and the International Covenant on Civil and Political Rights, and the African Charter of Human and Peoples Rights. These instruments enshrine privacy as a core human right or value that goes to the very heart of preserving human dignity and autonomy. 

Constitution of the Republic of Uganda

Privacy has been recognised as one of the fundamental human rights in Uganda. Article 27(2) of the Constitution, on the right to privacy of person, home and other property, provides as follows:

‘No person shall be subjected to interference with the privacy of that person's home, correspondence, communication or other property.’

In addition the Parliament, as established by Article 79 has the mandate to make laws and effect oversight over the operations of the Executive arm of government. Parliament’s oversight function is very crucial as well as the law-making and budgetary function; the capacity to receive complaints, petitions and put questions to the Minister in which ways policy issues of violation can be addressed. The Uganda Human Rights Commission (UHRC) is established to handle all rights. Uganda has a constitutional provision providing for the right to privacy, which can be implemented under Article 50 of the Constitution. The UHRC occupies a unique position in the Ugandan human rights community, because it has constitutionally entrenched powers to demand an end to human rights abuses. 
 

The Uganda Communications Act 1997

The Uganda Communications Act (UCA) remains silent on the role of the Uganda Communications Commission (UCC) to deal with privacy issues in communications, although this can be implied from analysing one of the functions of the UCC.  The UCC has a duty to carry on any other functions related to communications services and operations in Uganda and also ensure compliance with international standards and obligations relating to communications.
 Section 67 makes it an offence for an operator of a communications service or system or employer of the same to disclose any information in relation to a communication unless done in accordance with a court order. However, Uganda’s courts currently lack adequate technical capacity to address privacy issues- being a relatively new area of legal studies for Uganda especially in electronic format.

Any person who without lawful excuse intercepts and divulges any communication except where permitted by the originator commits an offence and liable on conviction to a penalty.
 The UCA does not prevent any person from being prosecuted under any other law in force in Uganda for an act or omission, which constitutes an offence so courts may apply privacy laws in this regard.
 A person who sustains loss or damage as a result of any act or omission contrary to UCA may sue for and recover loss or damage suffered. 

The objectives of UCA indicate government’s emphasis on developing investment in the sub-sector rather than focus on consumer interests related thereto –it does not give direct focus on consumer interests such as the right to privacy but emphasises competition, network development among others. Save for the provisions in the UCA and licence terms and conditions requiring respect for privacy, presently, there are no regulations or guidelines. Operators are expected to respect consumer privacy through the mastermind operator/customer agreement. A number of complaints that have arisen have been addressed directly to the operator responsible for the unauthorised and unlawful release of the traffic data in contention.

The Uganda Human Rights Commission Act 1997
The powers, functions, and structure of the Uganda Human Rights Commission (UHRC) are implemented in greater detail by the Uganda Human Rights Commission Act.

The UHRC has engaged in significant monitoring activities in more contentious areas of human rights, especially the activities of security agencies, meeting an important need in Uganda. 

The Commission has the mandate to address all complaints arising out of abuse of human rights and the procedure and mechanisms for handling this are provided for in the UHRC Act. Under this law, the Commission is entrusted with a wide variety of important functions, including the ability to initiate investigations of human rights violations; to have access to and monitor detention conditions; to conduct educational and other activities to promote human rights awareness; and to monitor and make recommendations for government compliance with its international obligations. The UHRC is empowered to subpoena any witness or document, order the release of any detained person, and recommend payment or compensation, or any other legal remedy after it finds the existence of a human rights abuse. Not many complaints arise out of issues like the abuse of communications privacy.
The Uganda Law Reform Commission Act 1990

The Uganda Law Reform Commission (ULRC) was established in 1990 by the Uganda Law Reform Commission Act 1990 and is mandated to reform and revise the laws of Uganda. ULRC advises the government on how to improve and modernise the laws of Uganda in line with the sub-sectoral policy which puts emphasis to promoting and facilitating effective and efficient machinery capable of providing a legal framework for good governance, delivering advice and services to Government and the general public.

Currently ULRC is conducting research and making proposals for the development and laws concerning the electronic environment and legal issues that relate to this. It is expected that research into the legal issues pertaining to electronic transactions will focus on e-privacy as well.
The law of tort-invasion of privacy?

Uganda inherited her common law system from the British colonial government, which explains why to date, there is no provision for the tort of invasion of privacy, as this has not been affirmed in England. British courts have denied the existence of a separate law of privacy by averring that there is no general cause of action in English common law for invasion of privacy and that Article 8 of the European Charter of Human Rights does not require the United Kingdom to adopt such a cause of action.
  

Recognition of the tort of invasion of privacy would generally require an intentional intrusion, "physical or otherwise, upon the solitude or seclusion of another upon his private affairs, or concerns, if the intrusion would be highly offensive to a reasonable person and whether or not the person has a "reasonable expectation of privacy" as illustrated in cases in the United States.
  In the US, a pragmatic approach to legislation, a case-oriented judicial decision process and the presence of regulatory agencies have led to the tackling of specific data abuses when they become apparent tan through the use of comprehensive laws.

Treaty on East African Co-operation 1999

Uganda is a member of the East African Community together with Kenya and Tanzania. One of the guiding principles of the EAC is the recognition, promotion and protection of human and people’s rights in accordance with the provisions of the African Charter on Human and Peoples’ Rights and the harmonisation and approximation of laws and policies.
African [Banjul] Charter on Human and Peoples' Rights, adopted June 27, 1981
 

Uganda is a party to this Charter, which unfortunately omits the right to privacy for individuals, leading scholars to conclude that Africans do not value individual privacy.
 

Remedial Measures to pave the way forward
These recommendations are relevant as they may apply to privacy both in the electronic and non-electronic form.

Personal data should be protected and treated as a priority and the government and private sub-sector should be committed to privacy and the protection of personal information used in the course of providing programs and services and in all forms of interaction. Institutions must identify all personal information associated with execution of their mandate and other related activities.

Uganda has to enact a law and policy on privacy that can regulate the collection, use and disclosure of personal information, also in the telecommunications sub-sector. The law should further require a Privacy Impact Assessment (PIA). The PIA policy is based on privacy principles common to all data protection regimes such as: accountability; identifying purpose identification; consent; limiting collection; limiting use, disclosure, retention; accuracy; security safeguards; openness; individual access; challenging compliance.
 The principles form the ground rules for the collection, use and disclosure of personal information in both the public and private sub-sector. 

PIAs provide a framework to ensure that privacy is considered throughout the design or re-design services and identify the extent to which proposals comply with all appropriate laws.  There is need for PIA Guidelines to act as tools that institutions may adapt to assist them in assessing privacy issues.  Telecommunication companies should be required to conduct PIA so as to ensure that all privacy issues have been identified and resolved or mitigated. This should be done through communicating why personal information is being collected and how it will be used and disclosed and also explaining the impact of new modes of program and service delivery on privacy and how associated issues will be resolved.  

The government, borrowing from other jurisdictions worldwide, should develop a policy to: ensure that privacy protection is a core consideration in all activities; ensure that accountability for privacy issues is clearly incorporated into the duties of all institutions, jurisdictions and sub-sectors; provide decision-makers with the information necessary to make fully-informed policy, decisions based on an understanding of the privacy implications and risks and the options available for avoiding and/or mitigating those risks; and promote an awareness of sound privacy practices and also regulate surveillance as other countries have done such as Australia. Law enforcement agencies and other entities require law to guide the conduct of investigations. In Australia, the Telecommunications Act 1997 includes provisions dealing with the privacy of personal information held by carriers, carriage service providers and others which provisions embrace the development of voluntary industry codes and standards relating to privacy; the Privacy Commissioner must be consulted on any privacy codes and in principle breaches would be enforced by the Australian Communications Authority. The Telecommunications (Interception) Act 1979 is one of several federal enactments dealing with surveillance and several states have corresponding laws. The Commonwealth Telecommunications (Interception) Act 1979 prohibits interception of telecommunications except in specified circumstances that essentially relate to maintenance of the telecommunications system or pursuant to an interception warrant.

Policies on privacy should among others address: obligations and other related duties; rights; sanctions and compliance measures; enforcement, monitoring and implementation mechanisms; as well as institutional framework and collaborative arrangements required to implement the policy. Departments and agencies must ensure and document that privacy principles, legislation and policies are adhered to and that privacy impacts and risks associated with program and service delivery activities have been resolved or mitigated. Disclosures of information should be monitored so as to reveal what information was disclosed, the source of the request, justification and the time.

Government institutions should encourage the development of generic assessments in instances where programmes use the same or similar approaches to the collection, use and disclosure of personal information.

Law enforcement officers need laws and guidelines to keep them in line with the requirements of privacy laws so as to prevent abuse when conducting investigations. UK has Regulation of Investigatory Powers Act 2000,

There is need for telecommunications companies to develop privacy policies, to raise awareness for customers through consumer organisations and to boost the activities of complaints desks in telecommunications companies-with better capacity to address growing needs. 
There is need for more education and awareness raising of privacy as a right so as to impact on cultural considerations and perceptions of what amounts to privacy.

Capacity building remains crucial especially in the area of legal issues pertaining to ICT including privacy concerns. This process involves the development of curriculum at universities and other tertiary institutions and specialised institutions such as the Judiciary, Parliament, human rights bodies and criminal investigations and state security agencies. This will cater for the expected demand for human resources and also meet the human resource capacity standards required at all levels.

Legislation that encourages or permits superfluous invasion of privacy in both electronic and non-electronic form should be reviewed and amended, which is important due to increased use of privacy invasive technology. The legislative approach is essential to establish consistency and to strike a balance between individual privacy and freedom of expression as well as to boost codes of conduct and privacy policies. 
  In addition, the constitutionality of privacy-invasive laws has to be determined at all times before policies are passed and reduced to draft laws and passed in Parliament.

The Uganda Communications Commission should enforce standards of networks and monitor systems so to ensure that all systems are secure from leaks, illegal surveillance. This could be made a part of the Quality of Service requirements under the licence. This should be done to boost confidentiality in the system.
 

Consumer protection agencies have a major role to play and should be encouraged and supported to take up e-privacy as a concern: such intervention also helps with raising awareness.

Privacy has to be defined in a way that is acceptable to the Ugandan society given the emphasis on communalism versus individual rights. Privacy should not remain an abstract and one way to start would be to commission studies to obtain perceptions of privacy within the Ugandan society.

East African Community issues remain significant, as harmonisation and co-operation are required under the Treaty most especially as the Community pushes to become a single market and investment area. Regional efforts at harmonisation of telecommunications and electronic privacy laws and policies are necessary if the single or internal market is to develop.  
The Parliament should make a special requirement for the Uganda Human Rights Commission to make a report on the state of privacy in Uganda to be able to develop benchmarks on the basis of which regulators can operate. This should be done basing on the powers of the legislature and the mandate under the UHRC Act, which requires the UHRC to report on any issue relating to human rights to human rights in Uganda.

The European Court of Human Rights has on several occasions handled issues of privacy as a human right. What remains to be seen is how litigation will be conducted under the Directive on Privacy and Electronic Communications,
 which regulates the processing of personal data and the protection of privacy in electronic communications. Uganda should learn from the example of the EU applying the EU Directive, which is the leading trendsetter and benchmark for data privacy.

Conclusion

Electronic privacy remains a challenge, more so as highly advanced privacy invasive technologies continue to emerge and evolve, providing even more personal data than previously envisaged. Only with collaborative efforts from all stakeholders can electronic privacy be achieved. Each party must be willing to fulfil its mandate in such situations. Given that it touches on deeply entrenched social constructs, the development of a privacy regime has to be addressed cautiously so as not to result in conflict mistakenly perceived as upsetting or overturning social norms.
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